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Informational Privacy and the Public’s Health: 
The Model State Public Health Privacy Act
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ASSESSING POPULATIONAL
health is a core function of state
and local public health depart-
ments that requires the acquisi-
tion, use, and storage of health-
related information about
individuals.1,2 National, regional,
and statewide governmental
public health systems collect
vast amounts of public health
data regarding communicable
(e.g., sexually transmitted dis-

eases [STDs], HIV, tuberculosis),
genetic (e.g., newborn metabolic
conditions, birth defects), be-
havioral (e.g., use of drugs, alco-
hol, and tobacco), and environ-
mental (e.g., pediatric blood
lead levels) diseases, conditions,
and risks to reduce morbidity
and excess mortality.3

The accumulation and ex-
change of these personal data
within an increasingly automated

public health information infra-
structure promises significant
public health benefits. Well-
planned surveillance helps to
identify health problems, target
interventions, and influence
funding decisions.4 Health infor-
mation databases facilitate exist-
ing and future epidemiologic in-
vestigations and research studies.
These essential public health
functions rely on the quality and
reliability of identifiable health
information (i.e., any health-
related information that reveals,
or could reveal under certain cir-
cumstances, the identity of the
individual who is the subject of
the information).5

As increasing amounts of iden-
tifiable health data are gathered,
stored, and exchanged,6 personal
privacy is threatened. Many
Americans distrust government
agencies7 and believe that the

collection of personal data with-
out their explicit permission is
morally wrong.8 If public health
authorities disclose intimate in-
formation, individuals may suffer
embarrassment, stigma, and dis-
crimination in employment, in-
surance, and government pro-
grams.3,9 Persons who fear
invasions of privacy may avoid
clinical tests and treatments,
withdraw from research, or pro-
vide inaccurate or incomplete
health information.10

Congress has unsuccessfully
pursued comprehensive health
information privacy legislation,11

but the Department of Health
and Human Services recently is-
sued final regulations pursuant to
the Health Insurance Portability
and Accountability Act of 1996.12

However, these federal initiatives
do not regulate government col-
lection of state public health in-

Protecting public health requires the acquisition, use, and storage of exten-
sive health-related information about individuals. The electronic accumulation
and exchange of personal data promises significant public health benefits but
also threatens individual privacy; breaches of privacy can lead to individual
discrimination in employment, insurance, and government programs. Individu-
als concerned about privacy invasions may avoid clinical or public health tests,
treatments, or research.

Although individual privacy protections are critical, comprehensive federal pri-
vacy protections do not adequately protect public health data, and existing
state privacy laws are inconsistent and fragmented. The Model State Public
Health Privacy Act provides strong privacy safeguards for public health data
while preserving the ability of state and local public health departments to act
for the common good.
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formation. Since public health is
quintessentially a state function,
federal privacy rules defer to
state public health law under
principles of federalism.

Although state public health
agencies have an excellent track
record of safeguarding public
health data, extant state laws
concerning public health infor-
mation privacy are inconsistent,
fragmented, and inadequate.2

These laws differ significantly in
the degree of privacy protection
afforded, give varying rights to
access identifiable data, and
allow multiple exceptions to dis-
closure prohibitions outside pub-
lic health agencies.2 Some states’
laws declare that public health
records are private, but they are
silent about the degree of protec-
tion of privacy. Laws often fail to
narrowly define who may have
access to such data and to re-
quire persons to demonstrate
why they need access. Statutes
often lack specificity about when
disclosures may be made, per-
missively allow disclosures to
persons or for purposes that are
inconsistent with those of public
health (e.g., disclosure in legal
settings through court orders or
subpoenas), or fail to address sec-
ondary disclosures of information
beyond those used to justify the
original collection. In some
states, disclosure provisions are
too strict, interfering with legiti-
mate public health exchanges of
identifiable data among in-state
and out-of-state public health
agencies. 

Current law and policy often
fail to reconcile individual pri-
vacy interests with collective
public health interests in identifi-
able health data. Civil libertari-
ans and consumers see informa-
tional privacy as a fundamental
right and stress the importance
of stronger legal safeguards. Pub-

lic health professionals, on the
other hand, strongly assert the
need to use data to achieve im-
portant public health purposes.
To reconcile these 2 divergent
approaches, the Georgetown/
Johns Hopkins Program on Law
and Public Health convened a
multidisciplinary team of privacy,
public health, and legislative ex-
perts to propose a model public
health information privacy stat-
ute.13 The Model Act would pro-
vide, for the first time, strong and
consistent privacy safeguards for
public health data, while still pre-
serving the ability of state and
local health departments to act
for the common good. The Cen-
ters for Disease Control and Pre-
vention recommends that states
consider adopting the model leg-
islation to “strengthen the current
level of protection of public
health data.”14 In this commen-
tary, we explain the Model Act
and the principles that underlie
its protections.

RECONCILING PUBLIC
HEALTH AND PRIVACY
INTERESTS

Some scholars perceive a con-
flict between individual privacy
interests (which seek strict limits
on data uses) and public health
interests (which seek more ex-
pansive data uses for the com-
mon good).15,16 This conflict,
while complex and difficult, often
can be resolved. The Model Act’s
approach is to maximize privacy
safeguards where they matter
most to individuals and facilitate
data uses where they are neces-
sary to promote the public’s
health. This accommodation be-
tween privacy and public health
balances individual and collec-
tive interests.

Consider the sequence of
events when a government

agency collects public health
data through, for example, re-
porting or other forms of surveil-
lance. First, the agency acquires
the data, typically after the pa-
tient has given informed consent
(usually to a medical care
provider) to provide a biologic
sample (e.g., blood or urine) or
health-related behavioral infor-
mation (e.g., sexual history or
drug use practices). Given that
there is a strong public health in-
terest, most people believe that
patients should accept this inva-
sion of privacy for the collective
good. Next, the agency uses the
data strictly within the confines
of the health department. Again,
if the agency has a strong public
health interest and the data are
shared only with agency officials
who have a need to know, data
uses should prevail over privacy.
When public health authorities
acquire and use data strictly
within the agency, public health
benefits are at their highest and
risks to privacy are at their low-
est. The agency needs the free-
dom to use the data to monitor
and prevent health risks. If public
health authorities do not disclose
the identifiable data outside the
agency, patients face few social
risks.

Finally, the agency may be
asked or, under unusual circum-
stances, may seek to disclose per-
sonally identifiable information
to persons outside the agency—
for example, to employers, insur-
ers, commercial marketers, fam-
ily, or friends. These kinds of
disclosures are not very impor-
tant for the public’s health, but
they do place patients at consid-
erable risk of embarrassment,
stigma, and discrimination. For
these reasons, the law ought to
provide maximum protection of
privacy. The Model Act’s ap-
proach, therefore, is to give gov-

ernment flexibility to acquire
and use data strictly within the
mission of the public health
agency, providing it can demon-
strate an important public health
purpose. However, the Model
Act affords public health authori-
ties very little discretion to re-
lease personally identifiable data
outside the agency and imposes
serious penalties for disclosures
without the patient’s informed
consent.

THE MODEL STATE PUBLIC
HEALTH PRIVACY ACT

The Model Act is structured to
protect privacy and security in-
terests without thwarting public
health goals underlying the ac-
quisition, use, disclosure, and
storage of identifiable health data
at the state and local levels. Fig-
ure 1 provides a flowchart image
of the Model Act, the design of
which is based on several core
assumptions.

Public health and privacy are
synergistic. The debate surround-
ing public uses of identifiable data
and individual privacy assumes
that these interests are mutually
exclusive. This is not invariably
the case, however. Public health
agencies have significant interests
in protecting the privacy of
health-related information. Pro-
tecting individual privacy encour-
ages individuals to voluntarily
participate in public health and in-
dividual health care programs and
to freely divulge personal infor-
mation, thus improving the relia-
bility and quality of data.4 Privacy
advocates (and others) benefit
from a well-functioning, efficient
public health system that works to
improve population health out-
comes. In these ways, public
health and privacy are synergistic,
thus suggesting that the Model
Act, if passed, would actually im-
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FIGURE 1—The Model State Public Health Privacy Act.

prove public health outcomes, not
thwart them.

All identifiable health informa-
tion deserves legal protection. The
Model Act applies to all “pro-
tected health information” held
by public health agencies. This
includes any public health infor-
mation, whether oral, written,
electronic, or visual, that relates
to an individual’s past, present,

or future physical or mental
health status, condition, treat-
ment, service, product purchases,
or provision of care. This broad
definition of protected health in-
formation recognizes that any
identifiable data (e.g., HIV, STD,
or immunization status) can be
sensitive.

Nonidentifiable health informa-
tion requires no protection. The

definition of “protected health
information” specifically incor-
porates another core assump-
tion: nonidentifiable health data
do not merit privacy protection.
Where health data are truly
nonidentifiable, individual pri-
vacy interests are not threat-
ened. Notwithstanding the inter-
ests of societal groups (e.g.,
ethnic, racial, or religious mi-

norities) in the protection of
some nonidentifiable informa-
tion, the Model Act only regu-
lates in favor of individual pri-
vacy interests. Protected health
information includes only health
information (1) that reveals the
identity of the individual whose
health care is the subject of the
information (e.g., health data
that refer to the name, social se-
curity number, or any other in-
formation about the person who
is the subject of the data) or (2)
that, in cases where there is a
reasonable basis to believe,
could be used (either alone or
with other information that is
known to be available to pre-
dictable recipients of such infor-
mation) to reveal the identity of
that individual. Under this latter
category of protected health in-
formation, even aggregate statis-
tical data may be identifiable.
Consider, for example, statistical
data that reveal that a Native
American female in a small
county is infected with HIV. If
this information can be used to
identify this individual because
the ethnic group membership is
sufficiently small in the county,
the data are individually identifi-
able under the Model Act. Since
nonidentifiable information can-
not infringe individual privacy,
the act requires public health
agencies, whenever possible, to
use data stripped of personal
identifiers.

Acquisition and use are contin-
gent upon legitimate public health
purposes. The Model Act regu-
lates the ways in which public
health agencies acquire, use, dis-
close, and store protected health
information. It safeguards privacy,
in part, by requiring public health
authorities to demonstrate a legit-
imate public health purpose for
the acquisition and use of data.
The act defines “legitimate public
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health purpose” to mean a popu-
lation-based activity or individual
effort primarily aimed at the pre-
vention of injury, disease, or pre-
mature mortality, or the promo-
tion of health in the community
(see Figure 1). Such efforts in-
clude carrying out public health
surveillance, conducting epidemi-
ologic research, developing public
health policy, and responding to
public health needs and emergen-
cies. While interpretation of a le-
gitimate public health purpose
may admittedly narrow or
broaden the scope of the act, it al-
lows flexibility in prioritizing vari-
ous state public health activities
across jurisdictions.

In addition to imposing a re-
quirement to justify data acquisi-
tion, the Model Act limits the
use of identifiable information
within the agency. In particular,
it specifies that (1) nonidentifi-
able data must be used when-
ever possible, (2) the sharing of
identifiable data among public
health officials must be limited
to the minimum amount neces-
sary, (3) public health officials
may have access to identifiable
data only if they have a demon-
strable need to know, and (4)
agencies must protect security
by maintaining the data in a
physically and technologically
secure environment.

Disclosures must be strictly lim-
ited. While the Model Act affords
public health agencies the power
to acquire and use health data
for important public health pur-
poses, it grants very little author-
ity to disclose identifiable data
outside the public health system.
The act clarifies that protected
health information is not subject
to public review (e.g., inspection,
dissemination, or investigation by
members of the public) and may
not be disclosed without the spe-
cific informed consent of the in-

dividual who is the subject of the
information (or the individual’s
lawful representative), except
under narrow circumstances.

Disclosures without informed
consent may only be made as
follows. 

1. Directly to the individual.
For example, a public health
agency may contact an individ-
ual about identifiable health in-
formation it has about the indi-
vidual without that person’s
consent.

2. To appropriate federal agen-
cies or authorities. As a model
state law, the Model Act cannot
restrict federal demands for iden-
tifiable information under consti-
tutional principles.

3. To health care personnel
where necessary in a medical
emergency to protect the health
or life of the person who is the
subject of the information from
serious, imminent harm. This ex-
ception is exceedingly narrow. It
would not allow, for example, a
disclosure to protect the health of
a person who is not the subject
of the information, such as a
health care worker who was in-
jured by a needle that may have
been used by an individual in-
fected with HIV. 

4. Pursuant to a court order
sought exclusively by public
health agencies in light of a clear
danger to an individual or to the
public health that can be averted
or mitigated only through a dis-
closure by the agency. This is the
only exception for the disclosure
of protected health information
pursuant to a court order. 

5. To appropriate public or pri-
vate agencies performing health
oversight functions relating to the
public health agency as author-
ized by law. 

6. To identify a deceased indi-
vidual, determine the manner of

death, or provide information in
cases where the deceased is a
prospective organ donor.

Secondary disclosures by re-
cipients of protected health in-
formation from public health
agencies are specifically prohib-
ited without individual informed
consent or authorization under
the narrow exceptions. Natu-
rally, this prohibition does not
apply to the (a) individual sub-
ject of the information, (b) per-
sons authorized to make health
care decisions for the individual,
or (c) any person who is specifi-
cally required by federal or
other state law to disclose the
information.

Finally, the Model Act per-
mits the exchange of data
among public health agencies
within and outside the state.
These information exchanges
are viewed as data acquisitions
or uses, not disclosures. As such,
public health agencies may ex-
change identifiable health data
with other state or local agen-
cies provided the exchanges are
necessary for the public’s
health. For example, comparing
HIV and tuberculosis registries
among state and local health
agencies is an important public
health function, given the strong
relationship between these two
diseases. 

FAIR INFORMATION
PRACTICES

Safeguarding privacy requires
data holders to engage in a range
of fair information practices.
These practices ensure strong se-
curity and privacy of public
health information, but they do
not unreasonably burden public
health authorities. The act incor-
porates the following fair infor-
mation practices.

Justifying the Need for Data
Collection 

Acquiring identifiable data is
not an inherent good. Rather,
public health authorities must
substantiate the need for identi-
fiable data. As discussed above,
the Model Act affirms that pub-
lic health agencies shall only ac-
quire identifiable health infor-
mation that (a) relates directly
to a legitimate public health
purpose and (b) is reasonably
likely to achieve such a pur-
pose. When information is no
longer needed to fulfill the pur-
pose for which it is acquired, it
must be expunged or made
nonidentifiable.

Informing Data Subjects 
The act acknowledges that in-

dividuals are entitled to know
how information about them is
being used. Public health agen-
cies may not acquire identifi-
able data without public knowl-
edge. Before acquiring such
data, public health agencies
must provide public notice
(through written information
distributed in such a way as to
reasonably inform the public)
concerning their intentions to
acquire the data and the pur-
poses for which the data will be
used. Individuals are entitled to
view records of disclosures of
their protected health informa-
tion, which public health agen-
cies are required to maintain.

Access to One’s Own Data
Subject to reasonable limita-

tions, individuals are entitled to
access, inspect, and copy their
health data. Public health agen-
cies are required to explain to in-
dividuals any code, abbreviation,
notation, or other marks appear-
ing in the information, as well as
to ensure the accuracy of such
data and amend any errors.
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Ensuring Privacy and
Security 

Public health agencies have a
duty to adhere to privacy and se-
curity safeguards. Specific protec-
tions are administered by a des-
ignated health information
officer appointed by each public
health agency and enforced
through significant administra-
tive, criminal, and civil penalties.
These protections apply to identi-
fiable health data, regardless of
their holder, through various pro-
visions of the act that (a) require
an affirmative statement of pri-
vacy protections to accompany
the disclosure of protected health
information and (b) apply similar
criminal and civil sanctions for
unlawful disclosures to public
health officials as well as second-
ary recipients.

CONCLUSION 

The Model State Public Health
Privacy Act is a product of con-
sensus-building among nationally
prominent experts in privacy and
public health.12 The National
Conference of State Legislatures
plans to make the act available to
state legislators interested in pro-
moting health information pri-
vacy.17 At least one state legisla-
ture, Texas, has introduced a
version of the Model Act to
date.18 Proposed legislation con-
cerning health information pri-
vacy in New York has incorpo-
rated some of the language and
principles embodied in the act.19

Although not perfect, the act
provides a balance between the
social good of data collection
(recognizing its substantial value
to community health) and the in-
dividual good of privacy (recog-
nizing the normative value of re-
spect for persons). It authorizes
public health agencies to acquire,
use, and store identifiable health

data for public health purposes
while simultaneously requiring
them to respect individual pri-
vacy and imposing stiff penalties
for failure to comply. Individuals
are empowered with various pri-
vacy rights and remedies for
breaches of these duties. The
community generally is sympa-
thetic to data collection for pub-
lic health purposes, but it seeks
strong legal protection against
potentially harmful uses of per-
sonal information. States that
adopt the act or laws consistent
with its structure can stabilize
and modernize public health in-
formation practices. If the act
serves as a model across multiple
jurisdictions, it could reduce the
variability of existing protections
among states, allow for the re-
sponsible exchange of health
data within a national public
health information infrastructure,
and ultimately improve public
health outcomes.
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