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APPENDIX E. EVIDENCE TABLES

Secure Messaging Evidence Table
Author, Year Study Design;

Sample;  
Study Date

HIT Intervention Setting Outcome Measures Findings

Health Outcomes
Simon, 20119 RCT; N=208 

patients; 04/09-
10/09

Online depression care 
management using secure 
messaging through a patient 
website linked to the medical 
record.

Group Health 
Cooperative (9 
primary care 
clinics)

Depression severity 
(Hopkins Symptom 
Checklist)

Intervention patients had lower depression severity at the end of the evaluation 
period and higher proportions experienced 50% or greater decreases in 
depression scores (55% vs. 41%, OR=1.8, 95% CI: 1.0-3.1)

Elkjaer, 20101 RCT;
N=333 patients 
with mild/moderate 
ulcerative colitis;
Published 
2010, uncertain 
enrollment period

Web-group receiving disease-
specific education and self-
treatment. Web-patients can 
contact Web-doctor through 
email/text message

2 hospitals each 
in Denmark & 
Ireland;
No mention of 
EHR

Feasibility of the approach, 
its influence
on patients’ compliance, 
knowledge, quality of life 
(QoL), disease outcomes 
(relapse), safety and health 
care costs

Adherence to 4 weeks of acute treatment was increased by 31% in Denmark 
and 44% in
Ireland compared to the control groups. In Denmark IBD knowledge and QoL 
were significantly improved in web patients. Median relapse duration was 18 
days (95% CI
10 to 21) in the web versus 77 days (95% CI 46 to 108) in the control group. 
The number of acute and routine visits to the outpatient clinic was lower in 
the web than in the control group. No difference in the relapse frequency, 
hospitalization, surgery or adverse events was observed.

Zhou, 20102 Observational;
N= 35,423;
02/05-12/08

Pt access to EHR; Secure 
messaging

Kaiser 
Permanente 

Health Outcomes (HEDIS 
measures)

Patients with diabetes who used secure messaging with providers had better 
HEDIS measures with respect to Hgb, BP, and LDL, and also had greater 
improvements in HEDIS measures

Harris, 20093 Cohort;
cohort=15,247 
n=2,924 used 
messaging; 
1/1/04-3/31/05

Secure messaging Group Health 
Cooperative 

High quality DM 
care Lower outpatient 
utilization

Use of messaging was associated with better glycemic control [a1c <7.0%, 
RR 1.36 (1.16-1.58)] Use of messaging was associated with higher rate of 
outpatient visits [1.39 (1.26-1.53)]

Ralston, 20096 RCT;
N=83; 08/02-
05/04 

Web-based care management UW General 
Internal 
Medicine Clinic

Primary: HgbA1c change 
after 12 month intervention. 
Secondary: total plasma 
cholesterol an systolic and 
diastolic blood pressure

A1c levels declined significantly in the intervention group compared with the 
usual care group (change -0.7%, p=0.01). More participants in the intervention 
group than in the usual-care group had A1c<7% after 12 months (33vs 11%; 
p=0.03). At 12 months mean changes in systolic blood pressure, diastolic blood 
pressure, and total cholesterol were not significantly different between groups. 

Tuil, 20074 Clinical RCT; 
N=199 couples, 122 
completed informed 
consent and were 
randomized to 
research (61) or 
control (61) group;
1/04-7/04

Internet-based health record 
that provides patients 
with general and personal 
information about treatment for 
infertility 
Control group: no access to 
system

University 
Medical Center 
Netherlands

Patient empowerment; 
patient satisfaction; 
meaning of infertility 
programs; social support; 
anxiety; depression

No significant differences were observed in patient empowerment, patient 
satisfaction, meaning of infertility problems, social support, anxiety, or 
depression. No adverse effects were noted in the use of internet-based health 
record
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Author, Year Study Design;
Sample;  

Study Date

HIT Intervention Setting Outcome Measures Findings

McMahon, 
20055

Open RCT; 
N=104; 10/01-
04/03

Web-based Care Management 
(received notebook computer, 
glucose and blood pressure 
monitoring device and access 
to care management website)

VA Medical 
Center, Boston

HgbA1c, Systolic and 
Diastolic Blood Pressure. 

There was a significant decrease in HgbA1c compared to baseline in both 
groups (P<0.001) at all serial points of measurement. (3,6,9,12 months). There 
was a greater decline in HgbA1c over time in the web-based care management 
group when compared to the education and usual care group (p<0.05). Those 
in the highest tertile of data uploads had significantly greater decline in 
HgbA1c than those in the lowest tertile (P<0.05). Hypertensive participants 
in the web-based care-management group had a significantly greater decline 
in SBP after 12 months (P<0.01). The frequency of website logins or data 
uploads was not a predictor for change in blood pressure. 

Ross, 20048 RCT ; N=107;
 2002

A web interface giving patients 
access to the medical record, 
a guide to heart failure, and a 
messaging system

Academic 
Medical Center
Existing EHR

Use, Physician and patient 
survey

Frequency of use was 0.4 hit-days per enrolled patient per month. Clinical 
notes and laboratory results were the most frequently viewed items. Electronic 
messaging supplemented rather than replaced telephone messages. Measures 
of self-efficacy were not statistically significantly different between groups. 
General adherence increased in the intervention groups. 

Green, 20087 RCT (3 groups); 
N=778; 06/05 – 
12/07

Home blood pressure (BP) 
monitoring and secure patient 
Web site only vs. home BP 
monitoring and secure patient 
Web site plus pharmacist care 
management delivered through 
Web communication

Group Health 
Cooperative (10 
medical centers)

Percentage of patients with 
controlled BP (<140/90) 
and changes in systolic and 
diastolic BP at 12 months

Patients in the home BP monitoring and Web site only group had a non-
significant increase in the percentage of patients with controlled BP compared 
with usual care (36% vs. 31%, P=.21). Adding Web-based pharmacist care to 
home BP monitoring and the Web site significantly increased the percentage 
of patients with controlled BP (56%) compared with usual care (P .001) and 
home BP monitoring and Web site only (P .001). Compared with usual care, 
the patients who had baseline systolic BP ≥160 mm Hg and received home BP 
monitoring and the Web site plus pharmacist care had a greater net reduction in 
systolic and diastolic BP.

Patient Satisfaction
Lin, 200510 RCT; N=606; 

03/03 – 08/03
Secure messaging portal 
through established EMR

Academic 
internal med 
clinic in Denver

Use, patient satisfaction Portal group patients reported improved communication with the clinic and 
higher satisfaction with overall care

Leong, 200511 RCT ; Providers=8 
Patients=100;
12/01 – 07/02 

Patients of intervention group 
used email to communicate 
with physicians

Academic 
medical clinic

Use, patient and provider 
satisfaction

Patient satisfaction significantly increased in the email group compared to the 
control group in areas of convenience and amount of time spent contacting 
the physician. Physician satisfaction increased for convenience and amount of 
time and volume of messages. 

Liederman, 
200514

Retrospective case 
control;
Case N=6 
physicians, control 
N=9 physicians;
11/01-11/02

Relay Health System, a 
web based patient-provider 
communication system

Academic 
Medical Center
Existing EHR 

Use, Satisfaction 9% of intervention physicians’ patients used the system. Fewer than 10% 
of the patients sent over 5 messages, 45% of patient sent a single message. 
Messages about medications, “other medical questions ,” and general 
chronic symptoms comprised half of all messages. Half of all messages were 
responded to in four hours, 86% within 16 hours. Telephone call volume was 
18.2% less for intervention physicians than control. Patients were in general 
satisfied and found messaging easy to use. Providers were marginally satisfied, 
but found it easy to use and were neutral on the effect on workflow.
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Author, Year Study Design;
Sample;  

Study Date

HIT Intervention Setting Outcome Measures Findings

Tuil, 20074 Clinical RCT; 
N=199 couples, 
122 completed 
informed 
consent and were 
randomized to 
research (61) or 
control (61) group;
01/04-07/04

Internet-based health record 
that provides patients 
with general and personal 
information about treatment for 
infertility
Control group: no access to 
system

University 
Medical Center 
Netherlands

Patient empowerment; 
patient satisfaction; 
meaning of infertility 
programs; social support; 
anxiety; depression

No significant differences were observed in patient empowerment, patient 
satisfaction, meaning of infertility problems, social support, anxiety, or 
depression. No adverse effects were noted in the use of internet-based health 
record

Ross, 20048 RCT; N=107 
Patients;
 2002

A web interface giving patients 
access to the medical record, 
a guide to heart failure, and a 
messaging system

Academic 
Medical Center
Existing EHR

Use, Physician and patient 
survey

Frequency of use was 0.4 hit-days per enrolled patient per month. Clinical 
notes and laboratory results were the most frequently viewed items. Electronic 
messaging supplemented rather than replaced telephone messages. Measures 
of self-efficacy were not statistically significantly different between groups. 
General adherence increased in the intervention groups. 

Liederman, 
200313

Observational; 
N=238 Patients 
N=8 Clinicians; 
2001-2002 

Relay Health System, a 
web based patient-provider 
communication system

Academic 
Medical Center 
Existing EHR

Use, Physician and patient 
surveys

37% of patients responded to the survey. 89% of patients found the system 
easy to use. 50% of patients used the system once or twice. 6 of 8 clinicians 
were satisfied or very satisfied with the system.

Houston, 
200412

Observational 
Internet-based 
survey; N=1,881; 
05/01-10/01

e-mail to communicate with 
physicians

Survey link 
from website of 
1) Intelihealth 
(health media 
company) and 
2) CareGroup 
Healthcare 
System (Harvard-
affiliated 
integrated health 
delivery network)

Use, clinical topics 
discussed through e-mail, 
perceived benefits, overall 
satisfaction

16.5% (of 1881) individuals reported using electronic mail to communicate 
with their physicians. Most frequent topics were results of lab testing (85%) 
and prescription renewals (85%). 21% of users inappropriately e-mailed about 
urgent or sensitive issues (suicidality, chest pain). 95% perceived e-mail to 
be more efficient than telephone. 82% of respondents were satisfied with the 
e-mail communication.

Adherence
Muller, 200915 Randomized 

cohort ; N=2100 
randomized to 
email, letter, or 
usual care;
2007-2008

Secure email reminder system 
for colorectal cancer screening

Kaiser 
Permanente

Completion of CRC 
screening

CRC screening rates for patients receiving usual care (7.8%), email (22.7%), 
letter (23.6%) p<0.0005 usual care vs. letter p<0.0005 usual care vs. email 
p=7.11 letter vs. email

Ross, 20048 RCT; N=107 
Patients;
2002

A web interface giving patients 
access to the medical record, 
a guide to heart failure, and a 
messaging system

Academic 
Medical Center
Existing EHR

Use, Physician and patient 
survey

Frequency of use was 0.4 hit-days per enrolled patient per month. Clinical 
notes and laboratory results were the most frequently viewed items. Electronic 
messaging supplemented rather than replaced telephone messages. Measures 
of self-efficacy were not statistically significantly different between groups. 
General adherence increased in the intervention groups. 
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Author, Year Study Design;
Sample;  

Study Date

HIT Intervention Setting Outcome Measures Findings

Efficiency	/Utilization
Elkjaer, 20101 RCT;

N=333 patients 
with mild/
moderate 
ulcerative colitis;
Published 
2010, uncertain 
enrollment period

Web-group receiving disease-
specific education and self-
treatment. Web-patients can 
contact Web-doctor through 
email/text message

2 hospitals each 
in Denmark & 
Ireland;
No mention of 
EHR

Feasibility of the approach, 
its influence on patients’ 
compliance, knowledge, 
quality of life (QoL), 
disease outcomes (relapse), 
safety and health care costs

Adherence to 4 weeks of acute treatment was increased by 31% in Denmark 
and 44% in Ireland compared to the control groups. In Denmark IBD 
knowledge and QoL were significantly improved in web patients. Median 
relapse duration was 18 days (95% CI 10 to 21) in the web versus 77 days 
(95% CI 46 to 108) in the control group. The number of acute and routine 
visits to the outpatient clinic was lower in the web than in the control group. 
No difference in the relapse frequency, hospitalization, surgery or adverse 
events was observed.

Weppner, 
201016

Retrospective 
cohort study; 
N = 6,185 
enrollees > 64 
years old with 
diabetes; 
2003-2007

Shared medical record: secure 
messaging, medication refills, 
appointment requests, view test 
results, after-visit summaries, 
medical problem lists

Group Health 
Cooperative; 
probable EHR

Patients’ use of shared 
medical record (SMR)

32.2% of enrollees used the SMR; median rate was 1.02 user-days/month. 
Numbers of users and rate of use increased over time. (Likelihood of initial 
SMR use was associated with assigned PCP’s use of secure messaging.)

Santana, 
201017

Cross-sectional 
survey;
N=7,022; 04/07-
05/07

Use of the internet by patients 
to communicate with providers

European 
population (not 
specific)

Use, patient surveys, phone 
interviews, attitudes

In 2007, approximately 1.8% of population had used internet to order a rx, 
3.2% to schedule an appt, and 2.5% to ask a health question. Among those 
using the internet for health purposes, more than 4 out of 10 considered it 
important when choosing a doctor

Harris, 20093 Cross-sectional 
analysis; diabetes 
N=15,247; total 
N=2,924 used 
messaging; 
1/1/04-3/31/05

Secure messaging Group Health 
Cooperative 

High quality DM 
care Lower outpatient 
utilization

Use of messaging was associated with better glycemic control [a1c <7.0%, 
RR 1.36 (1.16-1.58)] Use of messaging was associated with higher rate of 
outpatient visits [1.39 (1.26-1.53)]

Ralston, 
200918

Cross-sectional 
survey; N=4,059 
pts over age 65 
N=181 physicians;
01/01/04-03/31/05

Secure Messaging Group Health 
Cooperative 

Characteristics of users of 
secure messaging

Higher use rates associated with: Females [OR 1.15 (1.10-1.19)] greater 
morbidity [OR 5.64 (5.07-6.28)] PCP use with other patients [OR 1.94 (1.67-
2.26)] Lower use associated with: Age over 65 [0.65 (0.59-0.71)] Medicaid vs. 
commercial insurance [OR 0.81 (0.68-0.96)]

Brooks, 200619 Cross-sectional 
survey;
N=10,253 primary 
care physicians, 
3,954 ambulatory 
clinical specialists;
03/05-05/05

Use of email by providers to 
communicate with patients

Ambulatory 
primary care and 
specialists in 
Florida

Use, provider surveys Of 4,203 physicians completing the survey, 16.6% had used email to 
communicate with patients. Only 6.7% adhered to at least half of the 13 
selected guidelines for email communication
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Author, Year Study Design;
Sample;  

Study Date

HIT Intervention Setting Outcome Measures Findings

Bergmo, 
200520

RCT; N=200; 
2002-2003

Secure web messaging system Primary care 
clinic in Norway

Use, efficiency Forty-six percent of pts given access to messaging system used the online 
communication at least once. The reduction in office visits over time was 
greater for the intervention group than for the control group (p=0.034).

Ketteridge, 
200521

Retrospective 
Cohort; N=306 
Cohort N=352 
Control;
07/03-06/04 

Informational sheet was given 
to patients listing surgeons 
email address as first option. 
Participants were also 
instructed that e-mail was 
the preferred communication 
method. 

Single Surgical 
Practice at 
University 
of Sydney 
Endocrine 
Surgical Unit

E-mail utilization 
(characterization of user)

In the study group 50 of 306 patients (16%) utilized email communication, 
compared to 10 of 352 (3%) in the control group (P=0.0001). Email users 
represented a younger population, mean age 46.2 vs. 54.6 years (P=0.0004) in 
the study group and mean age 44.2 vs. 54.6 in the control group (P=0.03) . No 
difference in sex distribution. In the study group, 101 emails were sent by 50 
patients and a majority of patients sent only one message (56%) and focused 
on only one issue. Most common reason for sending an email was to obtain 
general clinical information (n=123, 62%).

Liederman, 
200522

Controlled before 
and after;
N is unclear, 2 
clinics;
11/01-11/02

Relay Health System, a 
web based patient-provider 
communication system

Academic 
Medical Center
Existing EHR

Use, Physician 
Productivity

9% of intervention physicians’ patients used the system. Intervention 
physicians averaged 11% more visits per day than control physicians (25.5 vs. 
22.9). Intervention physicians averaged 10% more RVUs per day. RVUs per 
visit were not different between intervention and control. 

Liederman, 
200514

Retrospective case 
control;
Case N=6 
physicians, control 
N=9 physicians;
11/01-11/02

Relay Health System, a 
web based patient-provider 
communication system

Academic 
Medical Center
Existing EHR 

Use, Satisfaction 9% of intervention physicians’ patients used the system. Fewer than 10% 
of the patients sent over 5 messages, 45% of patient sent a single message. 
Messages about medications, “other medical questions,” and general chronic 
symptoms comprised half of all messages. Half of all messages were 
responded to in four hours, 86% within 16 hours. Telephone call volume was 
18.2% less for intervention physicians than control. Patients were in general 
satisfied and found messaging easy to use. Providers were marginally satisfied, 
but found it easy to use and were neutral on the effect on workflow.

Chen, 200923 Retrospective 
Observational 
Study;
N=225,000; 
Baseline year: 
2004 
Comparison Year: 
2007 

Implementation of KP 
HealthConnect in primary 
care completed November 
2004. Implementation of KP 
HealthConnect in specialty care 
completed June 2005. Patient-
provider secure messaging 
function available Sept 2005

Kaiser Hawaii – 
integrated health 
care delivery 
system

Utilization of office visits, 
telephone visits, secure 
messaging and ED/Urgent 
Care 

Total office visits decreased 26.2% between 2004 and 2007 (p<0.001). Total 
scheduled telephone visits increased nine-fold. Increase in Secure messages 
between 2005 and 2007 was statistically significant (p<0.001). Rate of urgent 
care (19%, p< 0.001) and ED visits (11%, p<0.001) increased between 2004 
and 2007

Ralston, 20096 RCT; 
N=83; 08/02-
05/04 

Web-based care management UW General 
Internal 
Medicine Clinic

Primary: HgbA1c 
change after 12 month 
intervention. Secondary: 
total plasma cholesterol 
and systolic and diastolic 
blood pressure

A1c levels declined significantly in the intervention group compared with the 
usual care group (change -0.7%, p=0.01). More participants in the intervention 
group than in the usual-care group had A1c<7% after 12 months (33vs 11%; 
p=0.03). At 12 months mean changes in systolic blood pressure, diastolic 
blood pressure, and total cholesterol were not significantly different between 
groups. 
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Zhou, 200724 Retrospective 
case-control pre-
post analysis; 
Cohort N=4,686, 
control N=3,201; 
09/02-11/05

Patient access to secure 
messaging

Kaiser 
Permanente 
Northwest 
(KPNW)

Office visit rate and 
telephone contact rate. 

In the cohort study annual adult primary care visit rates decreased by 9.7% 
(2.47-> 2.24 office visits per member/year P<0.01). In the matched control 
study annual adult primary care visit rates decreased by 10.3% (P<0.001). 
Annual primary care telephone contact rate increased by 29.9% vs. 16.2% on 
the study group. (P<0.1)

Tang, 200625 Random sample 
survey; N=120 
messages; 
01/01/05-06/30/05

Analyzed electronic patient-
physician messages

Palo Alto 
Medical 
Foundation

Content Analysis of Secure 
Patient Messages. 

22% of clinical messages sent to physicians contained sufficient patient history 
taking data and decision-making components to warrant reimbursement 
according to authors eVisit criteria. 

Katz, 200426 RCT; N=132 
Physicians; 2001-
2002

Patients of intervention 
physicians were encouraged 
to use a web based tool to 
communicate with staff

Academic 
Medical Center 
No existing EHR

Use of web messaging, 
Physician and patient 
survey of attitudes

In the intervention group, 1,038 patients registered and 2,238 messages were 
sent. 42% of patients sent no messages, 22% of patients sent >3 messages. 
Over 20% were appointment-related, 15% were referral requests, 12% were 
prescription related. During the 40 week study period, the number of patient 
emails and telephone calls were not affected by the intervention, being 2 fold 
and 10 fold greater respectively. Intervention physicians were more positive 
about web communication then control physicians. 

Ross, 20048 RCT; N=107 
Patients; 
2002

A web interface giving patients 
access to the medical record, 
a guide to heart failure, and a 
messaging system

Academic 
Medical Center 
Existing EHR

Use, Physician and patient 
survey

Frequency of use was 0.4 hit-days per enrolled patient per month. Clinical 
notes and laboratory results were the most frequently viewed items. Electronic 
messaging supplemented rather than replaced telephone messages. Measures 
of self-efficacy were not statistically significantly different between groups. 
General adherence increased in the intervention groups. 

Liederman, 
200313

Observational; 
N=238 Patients 
N=8 Clinicians; 
2001-2002 

Relay Health System, a 
web based patient-provider 
communication system

Academic 
Medical Center 
Existing EHR

Use, Physician and patient 
surveys

37% of patients responded to the survey. 89% of patient found the system easy 
to use. 50% of patients used the system once or twice. 6 of 8 clinicians were 
satisfied or very satisfied with the system.

Green, 20087 RCT (3 groups); 
N=778; 06/05 – 
12/07

Home blood pressure (BP) 
monitoring and secure patient 
Web site only vs. home BP 
monitoring and secure patient 
Web site plus pharmacist care 
management delivered through 
Web communication

Group Health 
Cooperative (10 
medical centers)

Percentage of patients with 
controlled BP (<140/90) 
and changes in systolic and 
diastolic BP at 12 months

Patients in the home BP monitoring and Web site only group had a non-
significant increase in the percentage of patients with controlled BP compared 
with usual care (36% vs. 31%, P=.21). Adding Web-based pharmacist care to 
home BP monitoring and the Web site significantly increased the percentage 
of patients with controlled BP (56%) compared with usual care (P .001) and 
home BP monitoring and Web site only (P .001). Compared with usual care, 
the patients who had baseline systolic BP ≥160 mm Hg and received home BP 
monitoring and the Web site plus pharmacist care had a greater net reduction in 
systolic and diastolic BP.


